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The leopard cannot change its spots, or so goes the old saw.
This seems to be the case with republics of the former Soviet
Union in the military-diplomatic arena. Tim Shea reveals how
these republics still use the old Soviet strategy of maskirovka—
measures that deceive, distort, mislead, and misinform—to
counter the effects of U.S. peacetime military engagement.

A military operation involves
deception. Even though you are compe-

tent, appear to be incompetent.
—Sun Tzu

MASKIROVKA is a component of state-
craft—a diverse spectrum of stratagems
employed to distort the enemy’ sview of Soviet po-
stions, designs, and missions and to dter the per-
ception of their own side and their clients as well.
Maskirovka, simply defined, was a set of processes
employed during the Soviet eradesigned to mideed,
confuse, and interfere with anyone accurately as-
sessing its plans, objectives, strengths, and weak-
nesses.! This Soviet concept included, but was not
limited to, deception, disinformation, secrecy, and
security.? Since independence amost 10 years ago,
the world has not witnessed large-scale purges or
witch hunts of former Soviet or party officiasin
countries such as Russia, Ukraine, Georgia,
Moldova, or Uzbekistan.

The reinvented communist nomenclatura, as
heads of state and chiefs of the power ministriesin
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most of the former republics, has adapted maskirov-
ka to protect its new nonideological self-interests.
The Soviet successor states use passive and active
measures of maskirovkain varying degreesto their
advantage to manage aspects of bilateral rela-
tionships with the United States to serve their
own ends while resisting or subverting U.S. shap-
ing efforts. The rise of the reinvented Soviet Com-
mittee for State Security (KGB) security organs
to prominence and power, the crippling effect
of rampant corruption, and increasing state con-
trol of the media have inhibited the deepening of
U.S. bilatera relaions in the region.> Maskirovka
is used to counter the effects of U.S. peacetime
military engagement.

Peacetime Military Engagement

A unilaterally imposed fog of war that distorts
the truth for both externa and domestic consump-
tion clouds peacetime military engagement inside
these countries. Maskirovka permits regiona mili-
tary leadersto feed on U.S. freebies while feigning
interest in transparency, professing pro-NATO
strategic orientations, or claiming support for




Ukraine’s Chief of Air Defenses Volodymyr Tkachov and De-
fense Minister Oleksandr Kuzmuk telling reporters on 13 October
2001 that a Ukrainian missile fired during a training exercise may
have been responsible for the 4 October destruction of a Russian
airliner over the Black Sea. Ukrainian officials had earlier main-
tained that a missile could not be responsible for the crash.
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In Russaand Ukraine, the Kursk sub-
marine snking and destruction of an apartment
building in Brovary Tochka by an errant missile
illusirated how even ministers of defense
routinely liein a clumsy attempt to control
information. . .. NATO expanson, the Partner-
ship for Peace Program, and the plethora of
related activity have helped the huge military
bureaucracy of former palitical officersfinda
niche asdefacto adminigratorsor asjournaliss
handling military engagement activitieswith
their former ideological foes.

democratic models. These symbictic, or even para-
sitic, bilateral relationships have evolved to conced
the fact that many post-Soviet leaders depend on,
even in partnership, forces and interests that view
real reform as a threat to their place in society. In
some cases, official and criminal structures have ef-
fectively merged.

The strategic ambiguity that has followed the end
of the Cold War has given birth to a concept
whereby the United States engagesthe world to in-
fluence and advocate adopting Western ideals.
While many might consider it pretentious to think
the United States could have dictated what happened
in the former Soviet Union, the United States often
readily assumes blame for al that has not gone well.
All too often, when planning or executing engage-
ment activity, maskirovka is ignored or viewed as
aminor irritant instead of the countermeasure it
realy is.

The engagement lobby plays alarge role in this
debacle and exists on both sides. These interest
groups benefit amost entirely from the money and
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missions processes as bureavcracies, but they have
no stake in actually measuring progress or achiev-
ing concrete results. As individuals and organiza-
tions, these groups tout numbers of events and quan-
tities of programs asindicators of progress. Because
the activity islargely funded externaly, engagement
activity can justify cresting and maintaining orga-
nizations to administer these programs and associ-
ated hefty increases in personnel authorizations.
Examples include the Army National Guard State
Partnership Program and the U.S. European Com-
mand Joint Contact Team Program (JCTP). On the
former Soviet Side, decentralized groups work with
and without ministry of defense (MOD) approva
to squeeze resources out of the engagement pro-
gram, often with tacit approval from their counter-
partsin the engagement lobby.

For example, the JCTP s stated missionisto de-
ploy teams made up of U.S. military Reserve com-
ponent and active duty members to selected coun-
tries of Centra and Eastern Europe. It assists their
militaries as they transition to democracies with
free market economies. Developed in 1992, the
program’s stated purpose is to assist the armed
forces of emerging democracies of Central and East-
ern Europe as they develop into positive, construc-
tive democratic societiesthat are apolitical and non-
threatening, respect human rights, and adhereto the
law. The JCTP prides itself on the absence of re-
gional specialists or area expertise because such
speciaists are unofficially considered to be contrary
to the spirit of openness and transparency. The re-
sultisahuge, ineffective bureaucracy that does not
know how to recognize or counteract maskirovka
A menu of very basic events is executed over and
over again to familiarize former Soviet officers on
various military topicsto little or no effect.

A Culture of Lies

Hardened real politik has long since replaced the
early days of post-Cold War sentimental optimism.
“Show usthe money” attitudes prevail asthe coun-
tries on the east side of the old Iron Curtain each
considers its strategic importance to the United
States as paramount. The Soviet experience im-
parted a culture of deceit on those societies, particu-
larly on the military. Lying routinely occurs at the
most senior uniformed levels, even when an argu-
ment is clearly untenable or contradicted by obvi-
ous facts.

In 2000, in Russia and Ukraine, the Kursk subma:
rine sinking and destruction of an apartment build-
ing in Brovary Tochka by an errant missile illus-

May-June 2002 e MILITARY REVIEW



US Marine Corps

Members of a combined Baltic
platoon practice recovering.
personnel from a minefield under
the watchful eye of their U.S.
Marine trainer during Coop- .
erative Osprey 96. The exer-
cise included three NATO
and 13 PFP nations.: %

=

B

U.S. support for NATO's PFP Program has exceeded $590 million duri.nértr-lre_
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past 7 years according to a new study from the General Accounting Office. According to
the report, former President William J. Clinton’s administration provided $165 million in
assistance outside the framework of the Warsaw [ nitiative but within its objectives.

trated how even ministers of defenseroutindy lieina
clumsy attempt to control information.* Such old-
thinking officers are not accustomed to accountabil-
ity or having the veracity of their rhetoric chalenged.
Increased censorship, both military and civilian, heps
to minimize criticism, discourage open debate, and ulti-
mately defeat reform efforts. NATO expansion, the
Partnership for Peace (PFP) Program, and the plethora
of related activity have helped the huge military bu-
reaucracy of former political officers find a niche
as de facto administrators or asjournaists handling
military engagement activities with their former
ideological foes. A small minority of Western-think-
ing, progressive officers are simply outmatched,
outnumbered, and overwhelmed under these dreary
circumstances and repugnant leadership.

The Real Peace Dividend

Peacetime military engagement delivered ahuge
windfall profit to the shadow economies operating
inside the various MODs after the Soviet Union's
demise and the end of the Cold War.®> U.S. support

MILITARY REVIEW e May-June 2002

for NATO's PFP Program has exceeded $590 mil-
lion during the past 7 years according to anew study
from the Genera Accounting Office.® According to
the report, former President William J. Clinton’ s ad-
ministration provided $165 million in assistance
outside the framework of the Warsaw Initiative but
within its objectives. Established in 1994, the PFP
has offered defense-related assistance to 22 former
communigt statesin Europe and Central Asia. This
is not to say the money has been wasted, but it is
no small sum and understandably would be attrac-
tive to the cash-strapped governmentsin the region.

In theory, peacetime military engagement has
merit. Theideaisfor the United States—more spe-
cificaly, the Department of Defense—to makerela
tively small, timely investments in activities that
might yield disproportionate benefits in terms of
limiting or preventing crises that might require a
more substantial, costly response later. In practice,
these former apparatchiks frequently use maski-
rovka to persuade unwitting U.S. counterparts to
grant lucrative spoils associated with U.S. fully




funded military engagement activities such as trips
abroad, computers, or direct reimbursement for sus-
pect expenditures that claim to support bilateral en-
gagement activity. ’ These Soviet-bred senior lead-
ers are frequently successful in absorbing and
diffusing efforts to influence their behavior. The

Frequently, the post-Soviet senior
policymakers on the other sde of the table
arereinvented security officials who, through
thar actions, define palicy asprotecting Sate
secrets and hiding official corruption. These
ideologues are the gatekeeperswho aim to
sphon, divert, or misdirect resources away
from the intended target on behalf of
oligarch mastersin uniform.

United States often lacks the sophigtication to rec-
ognize the ingppropriate effects and undesired con-
sequences of throwing resources and programs at
the problem without a thorough evaluation.

Cold War Nostalgia

The good old days of unquestioned political loy-
alty and censorship, and the dominance of the KGB
are probably gone for good, but these dements have
been transformed to serve the same masters. The
primary instrument of control in the Soviet armed
forces was the Main Palitical Directorate. This or-
ganization maintained avast structure, with signifi-
cant representatives a every organizationd levd,
and had its own chain of command and reporting.
In each military unit down to company level, a
deputy for political affairs, or zampolit, assisted the
commander.® Not the same as aregular officer, the
zampolit served the Main Political Directorate in
both the MOD and Communist Party structures. The
zampolit was formally tasked to organize and con-
duct political work, participate in planning for com-
bat and political training, cultivate loyalty to the
Soviet motherland and Communist Party, and con-
duct propaganda among the soldiers on com-
munism’ s successes and hating their enemies.®

Ironicaly, in many cases, these palitical commis-
sars are now responsible for monitoring loyalty and
conducting indoctrination along nationa lineswithin
their MODs. These officers, dong with security ser-
vices, are primarily responsible for managing bilat-
eral engagement portfolios with the United States.
The unique systems of politico-military controls of
Marxist-Leninist principles have degenerated into a
crude instrument for corrupt senior officialsto culti-

vate personal loyalty and to obscure aredigtic pic-
ture of condoned activitiesto outsders. The national
KGB successors maintain close contact and coop-
eration with counterparts throughout the former
Soviet Union that transcend sovereignty.X°

The discredited communist ideology may have
gone underground, but the supporting infrastructure
has survived intact. The zampolit position has
evolved into a position with anew title and similar
responsi bilities without the communist ideology—
deputy commander for indoctrination or, literally,
upbringing work. Frequently, the post-Soviet senior
policymakers on the other side of the table are re-
invented security officials who, through their ac-
tions, define policy as protecting state secrets and
hiding official corruption.tt

These ideologues are the gatekeegpers who aim to
siphon, divert, or misdirect resources away from the
intended target on behalf of oligarch mastersin uni-
form. Most senior officers, as products of the dys-
functional Soviet system, developed essential sur-
vival skills based on the principles of maskirovka
Especidly in the absence of ideology, maskirovka
has proven useful in misrepresenting strategic ori-
entations, masking political ideology, and hiding
corruption. Theseworst of the worst—opportunists
with absolute, unchecked power—were not ex-
punged, not swept away. Their continued presence
in senior positions of responsibility is especialy
harmful.

The Fatigue Factor
and Managing Maskirovka

Can peacetime military engagement be rehabili-
tated? Most who are intimately involved have be-
come jaded and frustrated, but not al have given
up hope in recognition of the long-term challenge
of these acute problems. As President George W.
Bush’s administration produces its own national
military strategy to replace the “ shape, prepare, re-
spond” trilogy, it will be forced to examine ways
to adapt peacetime military engagement to the cur-
rent ground truth in the former Soviet Union. At this
juncture, such areview islong overdue. Alienation
has crept into bilateral relations because of unful-
filled expectations on both sides. Progress has been
unsteady and inconsistent. Desperate requests for
materiel and financia assistance unabatedly con-
tinue. Approaching 10 years of independence, these
countries are largely motivated to participate in en-
gagement activity in its present form for the eco-
nomic benefit or to gain a positive advantage with
the increasingly hegemonic United States and
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NATO. Others are playing M oscow against Wash-
ington. Subtle and organized resistance has stymied
reform efforts.

U.S. offers of assistance often are no longer ap-
preciated because of lesser funding and fewer re-
sources when compared to the recent past. Frustra-
tion reveals itself in many ways. For example,
Congress recently voted to cut funding to Ukraine
for Fiscal Year (FY) 2002 from $175 million to
$125 million because of itslack of progress on eco-
nomic reform and human rights. Ukraine' s leaders
are outraged and fed entitled indefinitely to the sta
tus quo of $175 million. Anything lessisviewed as
aninsult. U.S.-funded renovation projects, whether
for humanitarian purposes or to support PFP peace-
keeping exercises, often regress to blatant extortion
campaigns. Military bossesinsist on cash payments
a commercial rates for shoddy MOD construction
and substandard materias to finance their corrupt
activities.

Recognizing this serious problem, the United
States, since FY 2000, has provided goods and
services (instead of direct reimbursement for
exaggerated costs incurred) to support PFP exer-
cises through contractors who are required to use
competitive bidding. Resistance has been fierce
and unrelenting. The situation is analogous to
the Philippines where, in 1992, after a combi-
nation of uncompromising Philippine financial
demands and an overestimated sense of its Strate-
gic importance led U.S. forces to pull out fully.
Today, the Philippine government is much more

U.S. offers of assstance often
areno longer appreciated. . . . For example,
Congressrecently voted to cut funding to
Ukrainefor FY 2002 from $175 million to $125
million because of itslack of progresson
economic reform and human rights. Ukrain€ s
leadersare outraged and fed entitled indefinitely
to the gatus quo of $175 million. Anything
lessisviewed asan insult.

appreciative of common bilateral interests.

Bribing foreign rulers to gain cooperation or
complianceis an ancient, legitimate tactic. In situa-
tions where the problem is not corruption in the
system but, rather, that corruption is the system,
this approach will not work. Developing counter-
mesasures to defeat maskirovka begins with recog-
nizing that such a problem exists. Overcoming
maskirovka requires more energy and greater atten-
tion than just alocating resources and developing
programs. Regional experts must be involved from
top to bottom to continually assess the effectiveness
of the engagement program. Ten years after thefall
of the Soviet Union we can no longer afford to
have amateurs involved in crafting and executing
these expensive programs. Maskirovka must not
be ignored—it is an asymmetric threat. “ The suc-
cess or failure of international propaganda or
disnformation depends on the willingness of the
audience to be deceived.”? MR

NOTES

1. According to the 1978 Soviet Military Encyclopedia, maskirovka is “A
means of securing the combat operations and daily activity of forces; a com-
plex of measures designed to mislead the enemy as to the presence and dis-
position of forces and various military objects, their condition, combat readi-
ness and operations and also the plans of the commander . . . it is a concept
that combines the use of cover, concealment and camouflage, operational
security deception and misinformation. Strategic maskirovka is carried out at
national and theater levels to mislead the enemy as to political and military
capabilities, intentions and timing of actions. In these spheres, as war is but
an extension of politics, it includes political, economic and diplomatic measures
as well as military.”

2. Richard H. Schultz and Roy Godson, Dezinformatzsia: Active Measures
in Soviet Strategy (Washington, DC: Pergamon-Brassey, 1986), 37.
Dezinformatzsia is usually an active measures technique. Strategic
disinformation assists in executing state tasks and is directed at misleading the
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countries and the specific counterintelligence tasks of the organs of state se-
curity. It can contain both true and false information leaked to an opponent,
intending to deceive decisionmakers rather than the public at large.

3. Serhiy Zhurets, “The Army Attacks Internet and Simultaneously Tough-
ens Censorship,” Ukrainian Daily Den (24 March 1999), 2.

4. Minister of Defense Igor Sergevev and other top Russian officers pro-
vided contradictory and untruthful information on the Kursk submarine sinking
in August 2000.
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Joint Publication (JP) 3-16, Joint Doctrine for Multinational Operations (Wash-
ington, DC: U.S. Government Printing Office [GPO], 5 April 2000), I-9.
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Partnership for Peace,” Defense News, 24 July 2001.

7. JP 1-02, Department of Defense Dictionary of Military and Associated
Terms (Washington, DC: GPO, 12 April 2001) defines security assistance as
“a group of programs authorized by the Foreign Assistance Act of 1961, as
amended, and the Arms Export Control Act of 1976, as amended, or other
related statutes by which the United States provides defense articles, military
training, and other defense-related services, by grant, loan, or cash sales in
furtherance of national policies and objectives.”

8. Christopher N. Donnelly, Red Banner:The Soviet Military System in Peace
and War (Coulsdon, Surrey: Jane’s Information Group, 1988).
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10. Masha Gessen, “In Russia, Echoes of the Old KGB,” US News & World
Report (30 July 2001), 28.

11. For example, the Deputy Minister of Defense for Policy in Ukraine, Gen-
eral-Colonel Viktor Bannykh is a professionally trained KGB officer brought into
the MOD in 2000 to fill this new position. See his official biography at <http://
www.mil.gov.ua/biogr/auto_ban.htm>.

12. The New Image Makers: Soviet Propaganda & Disinformation Today,
Ladislav Bittman, ed. (New York: Pergamon-Brassey, 1988).
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